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Introduction

In today’s digital world, malware like SocGholish poses a significant threat to individuals and
organizations. As a cybersecurity specialist, I aim to explain this malicious software in simple
terms, helping non-technical users understand what SocGholish is, how it infects devices, its
impact, and how to remove and prevent it. This white paper provides clear guidance to keep
your devices and data safe.

1 Whatis SocGholish Malware?

SocGholish, also known as FakeUpdates, is a type of malicious software (malware) written in
JavaScript, a programming language used on websites. It acts as a "downloader,” meaning its
primary job is to sneak onto your computer and install other harmful programs. Think of it
as a delivery truck that drops off dangerous packages, such as tools that steal your personal
information or lock your files for ransom. It’s been active since at least 2018 and is often linked
to cybercriminals, including a group called Evil Corp. [2]

2 How Does SocGholish Infect Your Device?

SocGholish spreads through ”drive-by downloads,” where malware is installed without your
knowledge after visiting a compromised or malicious website. Here’s how it typically happens:

1. Visiting a Compromised Website: Hackers inject malicious JavaScript code into legitimate
websites, such as those for businesses or news. These sites may appear in search results
or email links. For example, clicking a sponsored link from a Google search for “elevator
speech” has triggered SocGholish alerts. [13]

2. Fake Update Prompts: The malware displays a pop-up claiming your browser (e.g., Chrome,
Firefox, Edge) or software needs an update. These prompts look convincing but are fake.

3. User Action: If you click the “update” button, you download a file, often a .zip or .js (JavaScript)
file. Opening this file (e.g., extracting a .zip and running the .js) installs SocGholish. [9]

4. Redirection Tactics: SocGholish uses sophisticated redirection methods, like the Keitaro
Traffic Distribution System, to send users to malicious sites based on their location or de-
vice. It may also use domain shadowing, creating fake subdomains on trusted sites. [3]

Examples of malicious domains include apiexplorerzone[.Jcom, blacksaltys[.Jcom, and newgreen-
vibes[.Jcom. These are not legitimate websites and should be avoided. [16]

3 What Does SocGholish Do to Your System?

Once installed, SocGholish can cause significant harm by:



+ Stealing Information: It collects data like your IP address, browser type, and system de-
tails using Windows Management Instrumentation (WMI). This data is sent to a command-
and-control (C2) server, allowing attackers to decide what to do next. [12]

* Installing Additional Malware: SocGholish often deploys tools like:

— Cobalt Strike: Atool used by hackers to control your device remotely, steal credentials,
or move to other devices on your network. [14]

— NetSupport or AsyncRAT: Remote access tools (RATs) that let attackers control your
computer; access files, or monitor your activities. [6]

— Ransomware: Malware like LockBit or RansomHub that locks your files and demands
payment to restore access. [15]

* Creating Persistence: It may use Windows Task Scheduler (schtasks.exe) to run malicious
tasks regularly, ensuring it stays active even after a reboot. [3]

* Evading Detection: SocGholish uses obfuscated code (hard-to-read scripts) and downloads
payloads in small, encrypted chunks to avoid antivirus detection. It may also remain dor-
mant before activating ransomware. [11]

These actions can lead to slow performance, unauthorized changes, unfamiliar programs, or
disabled security features. For businesses, it can cause data breaches or network-wide infections.

(8]

4 Signs to Watch For

To avoid SocGholish, look for these warning signs:

* Unexpected Pop-ups: Prompts to update your browser or software, especially on unfamil-
iar websites.

» Slow Performance: Unusual slowdowns, crashes, or high network activity.
* Unfamiliar Programs: New applications or processes you didn’t install.

» Suspicious Links: Emails or search results leading to odd domains like smthwentwrong[.Jcom
or leatherbook[.]org.

* Security Alerts: Warnings from antivirus software about blocked connections or files.

If you notice these, act quickly to prevent further damage.

5 How to Remove SocGholish Malware
Removing SocGholish requires careful steps to ensure it’s fully eliminated. Follow this guide, but
if you’re unsure, consult a professional.

1. Disconnect from the Internet: Unplug your Ethernet cable or turn off Wi-Fi to stop SocGhol-
ish from communicating with its C2 server. [7]

2. Boot in Safe Mode:

* On Windows: Restart your computer, press F8 (or Shift + F8 on newer systems) during
boot, and select “Safe Mode.”

 This limits background processes, making it easier to remove malware.
3. Run a Full System Scan:

» Use reputable antivirus software like Malwarebytes (https://www.malwarebytes.
com/)or SpyHunter 5 (https://www.spyhunter.com/). Both offer free trials for scan-
ning and removal. [8]


https://www.malwarebytes.com/
https://www.malwarebytes.com/
https://www.spyhunter.com/

* Download and install the software (preferably from another clean device, saving to a
USB drive).

» Update the software to the latest version, then run a full system scan.
* Follow prompts to quarantine and remove detected threats.
Use Windows Malicious Software Removal Tool (MRT):
* Type “mrt” in the Windows search bar and run the tool.
¢ Select “Full Scan” and follow instructions to remove threats. [8]
Reset Browser Settings:

* For Chrome: Go to Settings > Advanced > Reset and clean up > Restore settings to their
original defaults.

 For Firefox: Menu > Help > Troubleshooting Information > Refresh Firefox.

» For Edge: Settings > Reset settings > Restore settings to their default values. [4]
Check for Suspicious Programs:

* Go to Control Panel > Programs and Features.

* Uninstall any unfamiliar programs installed recently. [10]
Clear Temporary Files:

* Open File Explorer, navigate to C:\Users\[Your Username]\AppData\Local\Temp.

* Delete all files and folders (some may require admin permissions).

Restart and Rescan: Reconnect to the internet, restart your computer, and run another
full scan to ensure no remnants remain.

Change Passwords: Update all passwords for sensitive accounts (e.g., email, banking) from
a clean device, using strong, unique passwords and two-factor authentication (2FA). [7]

Note: Manual removal of files or registry entries is risky and should only be done by advanced
users. If the malware persists, consider restoring your device to factory settings after backing
up important data. [1]

6 Prevention Tips

To avoid SocGholish infections:

Avoid Suspicious Links: Don’t click links in unsolicited emails or sponsored search results.
Verify website URLs before clicking.

Update Software Regularly: Keep your operating system, browser, and antivirus software
up to date to patch vulnerabilities. [4]

Use Reputable Antivirus: Install software like Malwarebytes or NordVPN’s Threat Protec-
tion (https://noxrdvpn.com/threat-protection/) to block malicious sites. [7]

Be Cautious of Pop-ups: Never download updates from pop-ups. Use your browser’s offi-
cial update feature instead.

Back Up Data: Regularly back up files to an external drive or cloud service to recover from
ransomware attacks. [5]

Enable Security Features: Use Microsoft Defender XDR with Safe Links and Zero-hour
Auto Purge (ZAP) or enable tamper protection to prevent attackers from disabling security.

(1]


https://nordvpn.com/threat-protection/

7 Conclusion

SocGholish is a deceptive and dangerous malware that exploits trust in fake browser updates to
infiltrate systems, steal data, and deploy harmful tools like ransomware. By staying vigilant, rec-
ognizing warning signs, and following the removal steps outlined, you can protect your devices.
Regular updates, strong passwords, and reputable antivirus software are your best defenses. If
you suspect an infection, act quickly to minimize damage and seek professional help if needed.
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